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 parT – a (10×2=20 Marks)

1. Calculate the cipher text for the following using single columnar transposition. 
 key : 24153 & plain Text : EnginEEring sTuDEnTs TalEnT TEsT 

2. list various types of active attacks. 

3. write the disadvantages of ECB.

4. what are Diffie-hellman groups ? 

5. is mD5 reversible ? Justify it. 

6. Calculate the value of “r” using Dss algorithm for q = 199; p = 797; g = 81 and 
k = 30. 

7. mention two approaches used for intrusion detection. 

8. write the limitations of firewall.  

9. why do we need security association ? 

 10. why do we use pseudorandom function in Tls ? 

reg. no. :



 parT – B (5×13=65 Marks)

11. a) Find the multiplicative inverse for 550 mod 1759 using Extended Euclidean 
algorithm. write the algorithm and its applications. 

(or)

 b) perform Encryption and decryption using hill Cipher for the following : 
  message : DEs and key : ConFiDEnT. 

12. a) Explain aEs algorithm in detail. 

(or)

 b) Explain various block modes of operation in detail. Compare it. 

13. a) what are hash functions ? why are they important ? how do you select a 
hash function ? Discuss about it.

(or)

 b) Discuss in detail about authentication protocols. Explain pros and cons for 
each. 

14. a) what problem was kerberos designed to address ? what are its four 
requirements ? how kerberos v4 works ? Explain it. 

(or)

 b) list 4 techniques used by firewalls to control access and enforce security 
policy. how are firewalls configured ? illustrate it. 

15. a) why does pgp generate a signature before applying compression ? Explain 
pgp message generation and reception process in detail. 

(or)

 b) list the principle categories of sET participants. how does sET work ? 
Explain it in detail. 

 parT – C (1×15=15 Marks)

16. a) mention the advantages and disadvantages of Diffie-hellman algorithm. 
Find the secret key shared between user a and user B using Diffie-hellman 
algorithm for the following : 

  q = 257, α (primitive root) = 3, xa = 179 and xB = 85

(or)

 b) write rsa algorithm and solve the following : 
  p = 47; q = 71; e = 79; m = 688. 
  Find public key and private key and perform encryption and decryption. 

Compare rsa with ECC algorithm. 
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